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TRUNK QUANTUM LINK RELIABILITY
Complex solutions [1] in the field of quantum communications (QC) are crucial for the implementation of quantum networks capable of working in both urban and trunk standard fiber optic communication lines (FOCL) . At the same time, from the point of view of communication systems, trunk quantum networks (TQN) with lines longer than 100 km and losses between nodes of more than 25 dB, where the signal-to-noise ratio cannot be considered large, are particularly hard to implementation. From the point of view of fundamental statistics, the fundamental difficulty here lies in the fact that despite the relatively low average percentage of errors, the magnitude of the error span and the variance of errors can be extremely large, which entails a low reliability of diagnosing errors when performing continuous tests of the TQN and especially large-scale TQN with a large number of nodes.
The solution to a similar problem in communication theory is the use of prognostic tools for monitoring and filtering errors, which will increase the reliability of determining the QBER (quantum bit error rate) for longdistance QC in continuous use. We also note that due to large errors for the limit passport operating regimes of QC complexes, the security of the communication complex should be determined by a special diagnostic system that is different from the diagnostic system for standard operating passport regimes. This difference in diagnostics is also due to the fact that the reliability of error determination in the limit regime effectively depends on a significantly larger number of physical factors, which are not always easy to track within the framework of a single structurally finished product. That is, a more powerful specialized diagnostic system should be supplied with the QC complex as a separate product and be able to work in the background of the TQN to track the entire history of changes in the line performance even when the QC complex in the node is turned off.
In this paper, we studied the trends and correlations of performance parameters for the first in Russia experimental long-distance QC at 143 km at 37 dB losses on standard FOCLs [2, 3], which exceeds 100 km (the size of the small standard line FOCLs along railways) with attenuation of more than 25 db.
NOISE IN QC AND MODERN STATISTICS
In August 2019, we experimentally demonstrated the trunk QC [2, 3] at a distance of 143 km between the city of Kazan and the urban-type village of Apastovo in the Republic of Tatarstan using a modified quantum key distribution prototype [4, 5] that provides high noise immunity of lines and network nodes due to phase coding in a subcarrier wave [6] . The average secret key rate (SKR) was 12 bits per second with line losses of 37 dB at a distance of 143 km during a multi-day field test. Earlier in [7] , an attempt was made to implement stable commercial long-distance QCs on a regular fiber line, where for conditions similar to our [2, 3] conditions (37 dB loss), a ratio of key generation speed to a clock frequency of about 7 bit/s per 100 MHz was obtained, which is about 2 times lower than the values for our test 12 bit/s at 100 MHz in Kazan [2, 3]. However, in [7] it was impossible to obtain a sufficiently stable operation of the QC system for several days to be sure of the reliability of the safety parameters. We assume that after solving stabilization issues (as was done, for example, in [8] ), the QC complex described in [7, 9] will be suitable for long-distance TQN.
Most of the new ideas [10] about axiomatically reliable ultrahigh quantum security are probable only within the framework of standard statistical methods and operate on essentially only one concept of only one of the subspecies of information entropy [11, 12] . However, it is well known that at least 20-30 basic statistical tests (NIST, U1) are used to quantify the randomness of a random number generator, which is the most significant primitive of any true quantum cryptosystem [13] . Simply put, the significance level of the most traditional evidence of quantum security is no more than 1/20-1/30 (∼ 5 %) with respect to advanced statistical methods that are currently used in all high-tech areas. Therefore, the development of classification and certification ranks for QC must be carried out taking into account modern methods of statistical analysis. In our opinion, a special place among them is occupied by the method of sequence of ranged amplitudes [14] , which allows not only to increase the accuracy and speed [15] of data processing for quantum systems, but also to increase the reliability of the analysis with small samples (about 100-200 points) [16] . The above ideas about the history of theoretical and mathematical statics in quantum informatics served as a starting point for the development of new applied methods for reliable classification and diagnostics of complex noise-like data for the basic primitives of quantum crypto-complexes [17, 18] .
DIAGNOSTICS OF TQN
During a field test of the trunk QC in Kazan [2, 3] in August 2019, a number of QBER values were obtained (values within the acceptable QBER value were taken less than 4 %), which even at the first examination has a trend structure that meets nonrandom factors (temperature, humidity etc). In Fig. 1 shows percentage level filters [25, 50, 75 ] at 50-point smoothing for QBER values, visually showing the presence of trends in errors for two-day time series. Further detalization of nonrandomness can be further performed in a forecast format based on simple linear regressions. Accordingly, to establish the reliability of the fact of the presence of regression, you can use the autocorrelation function. In Fig. 2 shows the autocorrelation function for QBER deviations relative to the average value depending on the discrete time index δm (tied to a unit of measurement: about 520 points for 2 days of testing), which even more clearly shows the presence of excessive local correlations in the time interval [1; 5]. Thus, it is shown that in the main QC there are noise factors that can be predicted. This means that the specialized diagnostic system of the trunk QC should clearly predict the noise level, which in turn will increase the reliability of determining the level of interference and the safety level of the TQN.
ANALYSIS OF KEY TIMES TAGS
One of the questions little studied in the context of quantum cryptography is the question of local monitoring of the difference in the time labels of bits within one raw key. Here we propose using an alternative mea- sure of randomness for the source data for the tims tags difference {y k }, based on the rank statistics {x k,p = sign(y k − p)}: an analog of the autocorrelation coefficient Q p = log 10 ( ceil(x k,p x k+1,p ) ) with continuous index p, which gives a p-parametric family in comparison with the usual correlation coefficients [19] (here ceil(x) is the integer part of a x). In Fig. 3 shows the quality factor of randomness Q p for raw key times tags for alternatively measuring the level of local correlations. Note that the decimal logarithm of the standard Pearson autocorrelation coefficient gives a value of -1.06, significantly different compared to min p (Q p ) = −1.42, which shows the additional capabilities of the new technique. As predictive regression is built on the redundancy of Pearson autocorrelation, it is also possible to construct an alternative predictive regression for an alternative measure of correlations. At the same time, differences in the Pearson correlation levels and the introduced correlation Q p actually quantitatively show which prognostic model will work better in this particular situation. Thus, advanced rank statistics when monitoring the quantum randomness of keys in trunk QCs open up new possibilities for predicting noise and failures in the TQN. CONCLUSION We considered the question of the fundamental applicability of traditional statistical methods for monitoring long-range quantum communication systems operating in extreme passport regimes under high noise conditions. Field tests showed the inapplicability of standard criteria for quantum informatics for a deep detailed applied assessment of the reliability of noise detection. Nevertheless, for trunk QCs, there is a need to introduce some basic classification and certification safety criteria [9, 20] . It is worth noting the importance of prognostic monitoring systems in the context of building a large-scale national quantum network, what is based on the first continuous test of main QC in Russia [2, 3]. Moreover, the diagnosis of errors in the extreme passport regime depends on a large number of physical factors that are difficult to track within the framework of only one structurally finished product.
Therefore, we need an expanded system of visual diagnostics, which should be supplied with the QC complex and be able to work in the background of the TQN to track the entire history of changes in the line performance even when the QC complex in the node is disabled. Such a quantum-classical diagnostic subnet in the TQN, capable of diagnosing even small noises in the network in the absence of a priori information about the type of interference, opens up prospects for the commercialization of quantum-classical cloud services for robust information protection.
TRUNK QC
Noise immunity and active intelligent stabilization [8, 21, 22] are very important characteristics of systems for ultra-long distance QCs. The characteristics allow to classify the existing long-distance QCs [23, 24] by using extensive quantum analysis [25] (traditional for cryptography) and intelligent noise-analysis [18, [26] [27] [28] (traditional for steganography, friend identification systems and general type complex systems). For solution of the problems of noise immunity in relation to the influences on both the fiber communication line and QKD apparatus in the network nodes, we must accordingly abandon the use of interferometers [29] reducing vibration resistance of nodes and polarization coding sensitive to deformations, vibration and temperature changes in the fiber.
The unique noise immunity is inherent to the subcarrier wave phase-coding protocol [6] what distinguishes this approach from many others [30] [31] [32] . A quantum signal is not directly generated by the source in the one-way QKD system of subcarrier frequencies, but is created as a result of phase modulation of carrier wave at Alice and Bob sides [6] . A description of a typical technological implementation of this protocol can be found in [33] . In [2, 3] we offered a modified variant of this QKD-system.
For the field tests in [2, 3], we used Kazan-Apastovo regular fiber link with a length of 143 km and losses of 37 dB in the quantum channel and 45 dB in the synchronization channel with erbium-doped fiber amplifier. The total time for continuous testing was 16.5 hours. About 700 kbit of key information was generated in the quantum channel with an average value of the secret quantum key generation rate of 12 bps. The value of QBER was in the stable range from 0.5 % to 3.5 %, on average, the value of QBER ∼ 2 % (see Fig. 1 ). This generation rate allows to change the 256-bit encryption key up to two times per minute. The data of the stable experimental demonstration show the possible using of the proposed QKD system in commercial long-range QCs.
Basic characteristics of the tests of our QKD system for urban quantum networks [4, 5] and intercity trunk lines [2, 3] are presented in Tab. I. For comparison, Tab. I also presents the basic characteristics of the well-known long-range QKD systems discussed in the introduction which were also tested under real conditions [34] . It is worth noting that in [40, 41] and [42, 43] tests of various QKD systems at shorter distances and using ultralow loss fibers are presented.
INNOVATION OUTLOOK IN TRUNK QC
Based on the demonstrated in [2-5] QKD prototype, we propose the concept of a universal QC complex "Kazan-Q1" (see outlook Tab. II and patents [44] [45] [46] [47] [48] ) which combines the technological simple solutions, noise immunity of the subcarrier wave coding and robust quantum-classical information protection based on the extended statistical data mining against new types of quantum attacks [49] . We see the following distinctive features and prospects for the development of the long-distance QC complex "Kazan-Q1" in the context of world achievements in the area of innovative quantum technologies: 1) statistical monitoring with AI for keys and electronic components based on the robust nonparametric criteria [15, 17, 18, 50, 51] ;
2) compact [52] [53] [54] planar implementation [55] without using interferometers for the main components [56] : beam splitter [57] [58] [59] , planar phase modulator [60] , high purity QRNG on PD [61] with robust-defense [17, 20, [62] [63] [64] ;
3) implementation of advanced decoy states [65, 66] in a complex using intelligent monitoring methods [17, 18] for quantum diagnostics of network integrity and intrusion detection [67] [68] [69] ; 4) advanced post-processing [70] for error correction and modeling in optical simulator for testing and specialization of software for specific urban conditions.
Note that at the moment, the topic of data series monitoring in quantum communications raised in this work is still purely debatable and more characteristic of such a field as, for example, econometric technical analysis of time series. [3] KQC KNRTU-KAI, PJSC "Rostelecom", and PJSC "Tattelecom", "In Russia, quantum encryption has been successfully tested on the fiber optic with a record distance," Press-center of PJSC "Rostelecom", 25 september 2019.
In Russian news: В России успешно протестировали квантовое шифрование на ВОЛС с рекордным расстоянием. https://www.company.rt.ru/press/news/ d452080/?backurl=/press/#_ftnref1. erate in regular long-distances lines. New scientific ideas [10] about ultra-high quantum security, which so far operate in essence only with one single concept of informational entropy [11] , are proved in the framework of standard statistical methods. However, it is well known that the quantitative proof of the randomness of the number generator, which is the most significant primitive of any true quantum crypto-system, uses at least 20-30 different statistical tests (NIST, U1) [13, 64, 71] . In simple terms, the significance level of the most traditional evidence of quantum security is about 1/20-1/30 ( < ∼ 5%) with respect to the advanced statistical methods (such as data mining, including NIST-algorithms, and artificial intelligence) that are now applied in all high-tech areas. Therefore, the development of classification and certification ranks must go only together with modern methods of artificial intelligence (AI). We are currently developing and patenting methods for robust classification of complex noise-like data for the basic primitives of quantum crypto-complexes [15, 17, 18, 44-48, 51, 72, 73] .
